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● An object in AWS that, when associated with an identity 
or resource, defines their permissions

● You manage access in AWS by creating policies and 
attaching them to IAM identities (users, groups of users, 
or roles) or AWS resources

● AWS evaluates these policies when a principal entity (user 
or role) makes a request

● Permissions in the policies determine whether the 
request is allowed or denied
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● There are different types of policies supported in AWS 
based on

 Identity
 Resource
 Permission
 Organizations Service Control Policies (SCP)
 Access Control List (ACLs)
 Session
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● In our case we need to allow our device to communicate 
with AWS

● Hence we need to create a policy permitting it

● To do so, please proceed through the following slides

AWS Policy
What?



  

AWS Policy
Create

● Login to the console



  

AWS Policy
Create

● Login to the console



  

AWS Policy
Create

● Login to the console



  

AWS Policy
Create

● Enter your registered email 
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● Enter your registered email 
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● Enter your password
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● May take a while first time 
login
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● You should see your user ID 
and the selected region 
here

● Pick the required region, 
since the device created in 
a specific region will not be 
available in other

● Note that, there are some 
services available in some 
specific regions. So make 
sure you plan your 
application properly
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● As the concentration is on 
IoT Application, lets look for 
IoT Core service
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● NOTE: This page may not 
appear if you have already 
visited the AWS IoT page
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● NOTE: The first time visit 
may these default pages, as 
you keep on working 
different section, the page 
look will vary
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● As mentioned we are trying 
to give permissions for our 
device, so it all comes 
under the secure tab

● Click here
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● We are here to create 
policy so, Click here
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● NOTE: This page may not 
appear if you have already 
visited the AWS IoT page
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● AWS IoT policies are JSON documents. 
● They follow the same conventions as IAM policies. 
● AWS IoT supports named policies so many identities can 

reference the same policy document. 
● Named policies are versioned so they can be easily rolled back
● AWS IoT defines a set of policy actions that describe the 

operations and resources to which you can grant or deny 
access. For example:

● iot:Connect represents permission to connect to the AWS IoT message 
broker

● iot:Subscribe represents permission to subscribe to an MQTT topic or 
topic filter

● iot:GetThingShadow represents permission to get a device's shadow
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● NOTE: This page may not 
appear if you have already 
visited the AWS IoT page
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● Give a meaningful name 
here

● This can be referred to even 
other devices if required

● So providing generic name 
would be good

● Since its our first time, lets 
name it as 
MyFirstDevicePolicy
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● Here you can specify the 
action needed by your 
device like connect, 
subscribe, publish etc.

● To start with lets select all 
which help of ‘*’ wildcard
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● Bind the above actions with 
resource ARN

● Since its the first time lets 
keep it simple
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● Bind the above actions with 
resource ARN

● Since its the first time lets 
keep it simple

● You can use ‘*; indicating 
allowing all the resources
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● Select “Allow”
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● Done. Your policy is ready 
to be used
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● Lets attach the policy to our 
certificates
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● Done. Done attached the 
policy to the certificate
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● While creating the 
certificates you should have 
activated the certificates

● If you see your certificate 
inactive as seen here, you 
may activate by following 
the next slides



  

AWS Policy
Create



  

AWS Policy
Create



  

AWS Policy
Create



  

Thank You
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