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AWS Device ->
What?

* An loT AWS Device is a representation and record of your
physical device in the cloud

* Any physical device needs a AWS Device record in order to
work with AWS loT

2MERTXE



AWS Device ->
Creation

* |n order to create a AWS Device interface we need to use
loT services provided by cloud

* Open your favorite browser and type (or click) the
following URL

* |f you don’t have one, you may one. You may
follow for reference if
required

 To start with its better to create a Free Tier account

Note: The there is a possibility of version updation in the
cloud side, so some slides may vary!
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https://aws.amazon.com/
https://portal.aws.amazon.com/billing/signup#/start
2_aws_account_creation.pdf#Slide%254
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Signine

Email address of your AWS account

AWS Accounts Include
/ 12 Months of Free Tier Access

Including use of Amazon EC2,
! Amazon S3, and Amazon DynamoDB
/ Create a new AWS account

Visit aws.amazon.com/free for full offer terms

* Enter your registered email
id

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our
Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless
you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
Agreement was updated on March 31, 2017. For more information about these updates, see Recent Changes.

@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement English -
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Signine

Email address of your AWS account

AWS Accounts Include
/ 12 Months of Free Tier Access

Including use of Amazon EC2,
! Amazon 83, and Amazon DynamoDB
/ Create a new AWS account

Visit aws.amazon.com/free for full offer terms

* Enter your registered email
id

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our
Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless
you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
Agreement was updated on March 31, 2017. For more information about these updates, see Recent Changes.

@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement English -
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AWS Accounts Include
2 'H 12 Months of Free Tier Access
Including use of Amazon EC2,

! Amazon 83, and Amazon DynamoDB
/ Create a new AWS account

Visit aws.amazon.com/free for full offer terms

* Enter your registered email
id

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our
Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless
you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
Agreement was updated on March 31, 2017. For more information about these updates, see Recent Changes.

@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement English -
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Email: user@domain.com
Forgot password?

Password
AWS Accounts Include
12 Months of Free Tier Access

/"/>
Sign in to a different account

Including use of Amazon EC2,

Amazon 33, and Amazon DynamoDB

\fisit aws.amazon.com/free for full offer terms

Create a new AWS account

About Amazon.com Sign In

Enter your password

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our

Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless

you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
English ~

Agreement was updated on March 31, 2017. For more information about these updates, see Recent Changes.

@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement
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/ 12 Months of Free Tier Access
Sign in to a different account
Including use of Amazon EC2,
Amazon 33, and Amazon DynamoDB
\fisit aws.amazon.com/free for full offer terms

Create a new AWS account

About Amazon.com Sign In

Enter your password

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our

Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless

you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
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@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement
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Create a new AWS account

About Amazon.com Sign In

Enter your password

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our

Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless

you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
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Email: user@domain.com
Forgot password?

AWS Accounts Include

12 Months of Free Tier Access

Including use of Amazon EC2,
Amazon 33, and Amazon DynamoDB

Password

Sign in to a different account
Visit aws.amazon.com/free for full offer terms

Create a new AWS account

About Amazon.com Sign In

Enter your password

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our

Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless

you have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer
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@ 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement
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* May take a while first time
login
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B AWS Management Console X +
< ¢ @ @ @ https://ap-south-1.console.aws.amazon.com/console/home?region=ap-south-1% b w Search N @

Services ~ Resource Groups * Mumbai v  Suppert ¥

AWS Management Console

You should see your user ID
AWS services LRy and the selected region
o —_ . here
Find Services < . . .
You can enter names, keywords or aCronyms. Md P'Ick the requ]red reg'lon,
since the device created in

Q Example: Relational Database Service, database, RDS

P All services Explore a SPGC]flC.region Wiu nOt be
available in other
Run Serve Note that, there are some

Build a solution AWS Fargat] . 0 c

Get started with simple wizards and automated workflows. manage sel SerV]CeS ava]lable ]n Some
specific regions. So make

Launch a virtual machine Build a web app Build using virtual servers Connect an loT device AWS Mark]

With EC2 With Elastic Beanstalk With Lightsail With AWS loT Su re you p lan you r

2-3 minutes 6 minutes 1-2 minutes 5 minutes AWS. Learn appl'icat'ion pro perly

] e
{:} @ “@ @ Visit AWS around the world at a Summit

AWS Global Summits bring the cloud computing community
together to connect, collaborate, and learn about
AWS. Learn more [4}

Start a development project Register a domain Deploy a serverless microservice Create a backend for your mobile

With CodeStar With Route 53 With Lambda, APl Gateway app

5 minutes 3 minutes 2 minutes with Mobile Hub Amazon SageMaker
5 minutes

Machine learning for every developer and data

gg%g H‘I’D @ scientist. Learn more [2
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Services ~ Resource Groups

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

¥ All services B
{0} Compute 3 Developer Tools &% Machine Learning 5 Mobile
EC2 CodeStar Amazon SageMaker AWS Amplify
Lightsail [4 CodeCommit Amazon Comprehend Mobile Hub
ECR CodeBuild AWS Deeplens AWS AppSync
ECS CodeDeploy Amazon Lex Device Farm
EKS CodePipeline Machine Learning
Lambda Clouds Amazon Polly &3 AR & VR
Batch X-Ray Rekognition

Elastic Beanstalk
Serverless Application Repository (;\, Robotics

AWS RoboMaker

= Storage
s3 == Blockchain
EFS Amazon Managed Blockchain
FSx
53 Glader

* Satellite
Ground Station

Storage Gateway

AWS Backup
=|| Management & Governance
= Database l g
AWS Organizations
RDS
CloudWatch
DynamoDB

AMIE Avibn Eealina

Amazon Transcribe
Amazon Translate
Amazon Personalize
Amazon Forecast
Amazon Textract
AWS DeepRacer

= Analytics

Athena

EMR

CloudSearch
Elasticsearch Service
Kinesis

Quicksight [4

Amazon Sumerian

Application Integration
Step Functions

Amazon MQ

Simple Notification Service
Simple Queue Service
SWF

& Customer Engagement
Amazon Connect
Pinpoint

Simple Email Service

Al Bueinace Annliratinne

Access resources on the go

[C=] Access the Management Console using the AWS Console
Mobile App. Learn more [4

As the concentration is on
loT Application, lets look for
loT Core service

AWS Fargate runs and scales your containers without having to
manage servers or clusters. Learn more [4

AWS Marketplace

Find, buy, and deploy popular software products that run on
AWS. Learn more [

Visit AWS around the world at a Summit

AWS Global Summits bring the cloud computing community
together to connect, collaborate, and learn about
AWS. Learn more [4}

Amazon SageMaker

Machine learning for every developer and data
scientist. Learn more [4
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B AWS Management Console X +

<« ¢ @

Services ~ Resource Groups

AWS Management Console

AWS services Access resources on the go
Find Services [=] Access the Management Console using the AWS Console
You Can enter Names, keywords or acronyms. Mobile App. Learn more E

Alexa for Business - ) . - ) AS the Concentration iS On

Alexa for Business Provide

Amazon Chime “ h h IOT Application, letS lOOk for
Amazon Chime is a communications se ransform IOT Core Serv.ice

Amazon Comprehend
Analyze Unstructured Text

Run Serve

Amazen Connect AWS Fargate runs and scales your containers without having to

Armazon Conne 2 contact center that enables cale manage servers or clusters. Learn more [4]

Amazon DocumentDB
Fully-mar

AWS Marketplace
Amazon Forecast

Amazon Forecast is a fully-managed service ecasting Find, buy, and deploy popular software products that run on
AWS. Learn more [

Amazon FreeRTOS
> is an loT Operat

Amazon FreeR

Amazon Gamelift

Deploy and

Visit AWS around the world at a Summit

Amazon Lex AWS Global Summits bring the cloud computing community

Build Voice and Text ¢

bots together to connect, collaborate, and learn about

. AWS. Learn more [4}
Amazon Macie

Amazon Macie classifies and secures your business-critical conte

Amazon Managed Blockchain

Amazon SageMaker
lable blockehain networics

Machine learning for every developer and data
for Apache ActiveMQ scientist. Learn more [4

Amazon Personalize
DynamoDE CloudWatch Quicksight [2

AMIE Avibn Eealina

Al Bueinace Annliratinne
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2Ws.amazon.comy cc

EWST Services ~ Resource Groups *

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

| Q 1e7]

10T 1-Click

Trig mbda functions from simple d

loT Analytics
Coll

loT Core

Cor

loT Device Defender
Connect Devices to the Cloud
loT Device Management

Securely M je Fleets as Small as One Device, or as

loT Events

Monitor device fleets for changes and trigger alerts to respond

loT Greengrass
Deploy and run

our devices
loT SiteWise
ata driven decisions in Industrial operations
loT Things Graph
Easily connect devices and web services to build loT applications
AWS Marketplace Subscriptions
Digital catalog where you can find, buy, and deploy software
Amazon FreeRTOS
Amazon FreeRTOS is an loT Operating System for Microcontrollers
Amazon Lex
Build Voice and Text Chatbots

Kinesis
CloudWatch

AMIE Avibn Eealina

DynamcDB

Al Bueinace Annliratinne

Access resources on the go

[C=] Access the Management Console using the AWS Console
Mobile App. Learn more [4

* As the concentration is on
~ Explore loT Application, lets look for
loT Core service

Run Serve

AWS Fargate runs and scales your containers without having to
manage servers or clusters. Learn more [4

AWS Marketplace

Find, buy, and deploy popular software products that run on
AWS. Learn more [

Visit AWS around the world at a Summit

AWS Global Summits bring the cloud computing community
together to connect, collaborate, and learn about
AWS. Learn more [4}

Amazon SageMaker

Machine learning for every developer and data
scientist. Learn more [4
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2Ws.amazon.comy cc

EWST Services ~ Resource Groups *

AWS Management Console

AWS services Access resources on the go

Find Services [C=] Access the Management Console using the AWS Console

You can enter names, keywords or acronyms. H Mobile App. Learn more E

Q10T

loT Analytics

Qo= As the concentration is on
e loT Application, lets look for
.Tc* — wr— loT Core service

\oT Dwim AWS Fargate runs and scales your containers without having to

manage servers or clusters. Learn more [4

loT Device Management

Securely Manage Fleets as Small as One Device, or as Broad as Millions of De
AWS Marketplace
loT Events

for changes and trigger alerts to respond Find, buy, and deploy popular software products that run on

AWS. Learn more [
10T Greengrass &

Deploy and run code on your device

'OTVS!TE_V‘\“%_E_ S Visit AWS around the world at a Summit
10T Things Graph AWS Global Summits bring the cloud computing community
Easily connect devices and web services to build loT applications together to connect, collaborate, and learn about

AWS. Learn more [
AWS Marketplace Subscriptions @

Digital catalog where you can find, buy, and deploy s
Amazon FreeRTOS

I g _ . Amazon SageMaker
Amazon FreeRTOS is an loT Operating System for Microcontrollers

Machine learning for every developer and data
tbots scientist. Learn more [5

Amazon Lex
Build Voice and Text C

Kinesis
CloudWatch Quicksight [4

AMIE Avibn Eealina

DynamcDB

Al Bueinace Annliratinne
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@ AWSTaT Xl
&« = Q‘ @ @ https://ap-south-1.console.aws.amazon.com/iot/home? egion=ap-south-1#/home ED w Search In @

Services ~ Resource Groups *

AWS loT

AWS loT is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with

cloud applications and other devices. NOTE: This page may not

appear if you have already

visited the AWS loT page
, P
\11\&-0’ E 9

N~ L)
4

Connect and manage your Process and act upon Read and set device state
devices device data atany time
Connect devices to the cloud using the Filter, transform, and act upon data from AWS loT stores the latest state of a device so
protocol that best fits your requirements - devices on the fly, based on business rules. that it can be read or set anytime, even when
HTTP, MQTT, or WebSocket. Devices can AWS loT can be easily integrated with AWS the device is offline.
communicate with each other even if they are services like Amazon DynamoDB, Amazon
using different protocols. Kinesis, Amazon Machine Learning, and AWS
Lambda.

Learn more Learn more Learn more

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

@ AWSTaT Xl

&« o @ @ https aws.amazon.com/iot/home?region=ap-south-1#/home e w Search In @

Services v  Resource Groups v % Ll SyedAdl ~ Mumbai v  Sup

AWS loT

AWS loT is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with

Ve E
\1;\‘\2 o
N\
4

Connect and manage your
devices

Connect devices to the cloud using the
protocol that best fits your requirements -
HTTP, MQTT, or WebSocket. Devices can
communicate with each other even if they are
using different protocols.

Learn more

cloud applications and other devices.

Get stép.rﬁted

(P2

Process and act upon
device data

Filter, transform, and act upon data from
devices on the fly, based on business rules.
AWS loT can be easily integrated with AWS
services like Amazon DynamoDB, Amazon

Kinesis, Amazon Machine Learning, and AWS
Lambda.

Learn more

* NOTE: This page may not
appear if you have already
visited the AWS loT page

Read and set device state
atany time

AWS loT stores the latest state of a device so
that it can be read or set anytime, even when
the device Is offline.

Learn more
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@ AWSTaT Xl
&« = Q‘ @ @ https://ap-south-1.console.aws.amazon.com/iot/home? egion=ap-south-1#/learnHub ED w Search In

Services ~ Resource Groups *

&Jp Aws ioT L
Welcome to the AWS loT Console @

To get started, you can jump into the recommended starting points below, or explore other

Manltor learning resources as needed
Onboard
—
Secure .'\‘\"_-.‘ A «:o r
o), g "Q/O;\\ Y * NOTE: The first time visit
e o 77\ X ¢ may these default pages, as
i\\) i-o b;""/ 7 | you keep on working
7 Nl different section, the page
look will vary
See how AWS loT works Connect to AWS loT Explore®®
Explore an interactive tutorial through the Connect a device, a mobile or web app to The AWS IoT documentation is a great
components of AWS IoT. AWS 10T in a few easy steps! resource for more details.
t takes 5 minutes
| s
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@ AWSTaT Xl

< ¢ @

Services

&P aws 1o

Monitor
Onboard
Ma@ge
Secure
Act

Test

Software

Creation

Device

Tools Help

':i:' ﬁ https://ap-south-1.console.aws.amazon.com/iot/home? eglon=ap-south-1#/learnHub

Resource Groups ~ %

Welcome to the AWS loT Console

To get started, you can jump into the recommended starting points below, or explore other
learning resources as needed

Since we are here to create
the device we need to get

into the manage page N P —
\ R\ i [o ar A
7 2T ¥ @)\ i
e \ WIE? -3 4
e o o
S (@ RO
AN o \\__7 v 4 —
See how AWS loT works Connect to AWS loT Explore documentation

The AWS loT documentation is a great
resource for more details.

Go to documentation

Connect a device, a mobile or web app to
AWS IoT in a few easy steps!

View connection options

Explore an interactive tutorial through the
components of AWS loT.

Start the tutorial

t takes 5 minutes
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@ AWSTaT Xl

<« ¢ @ @ @ https://ap-south-1.console.aws.amazon.com/iot/home?region=ap-south-1#/thinghub GEL) W Search I @

Services ~ Resource Groups * Ja\ Syed Adil ¥  Mumbai ¥  Suppert ¥

h

&Jp Aws ioT

©
oD 0

AL

Menitor

\u\‘\'f;’
e You will land into Thing \ EL
W < page by default ¥
A device is generally
referred as a “Thing”

Billing Groups

Jobs
Secure e .
You don't have any things yet
A thing is the representation of a device in the cloud.
Tes
ware
Settings
Learr
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Services ~ Resource Groups *

&Jp Aws ioT L

Menitor \..\‘\"-9’

Onbeard

Manage ko‘ ;
Things
Types

Thing Groups

Billing Groups

o You don't have any things yet
3 A thing is the representation of a device in the cloud.
Tes
SR * Click here to register a
earn more egister a thing -« .
thing
Learn
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<— e Q ':i:' n https://ap-south-1.console.aws.amazon.com/iot/home? eglon=ap-south-1+#/create/provisioning b 1} Search I"\ ED

Services ~ Resource Groups * Mumbai ~  Suppert ¥

4

<y

e Here we to options to rating AWS loT things
create thing
* Single
* |f you want to control
Only one th]ng ster a single AWS loT thing
o Mu[tiple e a thing in your registry Create a single thing
* You may use if you a
huge network of things EG—_GSGCGT—
* Need to upload a e things In your registry for a large number of devices already using AWS 10T, or register
JSON data with the e e A
required information
The scope of this document
is to just get started with
AWS platform, so lets try to
keep it as simple as possible
to start with
* Lets create a single thing

thing Is a representation and record of your phyisical device in the cloud. Any physical
e needs a thing record in order to work with AWS loT. Learn more.

Create many things

Create a single thing
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File
@ AWSToT
&« ¢ @

x |+

Services

Resource Groups

VS.amazon.com/ o

-t

Creating AWS loT things

An 1oT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing

Create a thing in your registry e » Create a single thing

Bulk register many AWS IoT things

Create things In your registry for a large number of devices already using AWS loT, or register

devices so they are ready to connect to AWS Jd:I'.

Cancel Create a single thing
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@ AWSToT x |+
<— e Q ':i:' n https://ap-south-1.console.aws.amazon.com/iot/home? eglon=ap-sout n-1#/create/s ngle-provision b 1} Search I"\ ED

Services ~ Resource Groups * Mumbai *  Sup

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected - Create a type

Add this thing to a group * This page contains multiple
Adding your thing to a group allows you to manage devices remotely using jobs. field related to th_ing ,S
Thing Group . o . .
identity like, its name, the
ot BN type and group under which
it falls etc
Set searchable thing attributes (optional) ° We W] ll ﬁll Only the major
Enter a value for one or more of these attributes so that you can search for your things in the registry. req u'i red f'ield to keep 'it
Attribute key Value

simple to start with
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CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

I  SREER

Apply a type to this thing N

Using a thing type simplifies device management by providing consistent registry data for things that si‘Jare a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type \

No type selected - Create a type \

Add this thing to a group \

Enter the desired thing

Adding your thing to a group allows you to manage devices remotely using jobs. .
name here
Thing Group \‘\\\\ .
Let the name be meanin
Groups / Create group Cha

so that it becomes easy to
identify

Set searchable thing attributes (optional)

Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value
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CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

MyFirstDevice | (\x\\\\

Apply a type to this thing N

Using a thing type simplifies device management by providing consistent registry data for things that si';are a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description. \‘\

Thing Type \

\
\

No type selected - Create a type \

\

Add this thing to a group \

Enter the desired thing

Adding your thing to a group allows you to manage devices remotely using jobs. .
name here
Thing Group \‘\\\ .
Let the name be meanin
Groups / Create group Cha

so that it becomes easy to
identify

Set searchable thing attributes (optional)

Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value
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Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description. @

Thing Type @

No type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

* As mentioned lets keep
Set searchable thing attributes (optional) everything default and letS

Enter a value for one or more of these attributes so that you can search for your things in the registry.

go and press next

Attribute key Value

Show thing shadow ~

Cancel “
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Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description. @

Thing Type @

No type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

* Press next to proceed to
Set searchable thing attributes (optional) neXt screen

Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow ~

Cancel
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CREATE A THING

Add a certificate for your thing

A certificate Is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate authority.

Create with CSR
2. Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing
You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificaf

loT.

amazon.com/iot/home?region=ap-south-1#/create/single-provision b T}

Create certificate

Search I @

Syed Adil Mumbai ~ Support ¥

The page helps to create
certificates for the which is
being created

Its an important aspect of
securing your device while
they are communicating

with the cloud

Eventually if your device
want to communicate to
the AWS loT a certificate is
required

It act as an identity
document
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CREATE A THING

Add a certificate for your thing

A certificate Is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
Create certificate -
This will generate a certificate, public key, and private key using AWS loT's certificate authority. | TTese

Create with CSR
2. Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

* Click here to create the

certificates

Use my certificate
Get started

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

loT.
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

4 types of certificates are

You also need to download a root CA for AWS loT: C reated

Download all in some safe

A root CA for AWS loTDownload

m place

Don’t loose any of these
certificates (except public

Cancel wunag  KEY), you Will not be able to

retrieve it again
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Dowrload
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, y{ & - Opening 7c72dc344a-certificate.pem.crt o & &

You have chosen to open:
A certificate for this 7

thing = 7c72dc344a-certificate.pem.crt
which is: AsCfile (1.2 KB)
A public key 7c from: blob:
A private key 7c
What should Firefox do with this file?
Openwith | /usr/share/code/code (default) ~

You also need to download a rg isave File
A root CA for AWS loTDownload i

[ | Do this automatically for files like this from now on.

Cancel 0K

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, y{ & - Opening 7¢72d344a-certificate. pem.crt o & &

You have chosen to open:
A certificate for this 7

thing = 7c72dc344a-certificate.pem.crt
which is: AsCfile (1.2 KB)
A public key 7c from: blob:
A private key 7c
What should Firefox do with this file?
Openwith | /usr/share/code/code (default) ~
You also need to download a rg ®)'save File

A root CA for AWS loTDownload

[ | Do this automatically for files like this from now on.

Cancel CK
(3

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, y{ @ - Opening 7¢72d344a-certificate. pem.crt o & &

You have chosen to open:
A certificate for this -

thing = 7c72dc344a-certificate.pem.crt
which is: AsCfile (1.2 KB)
A public key 7c from: blob:
A private key Tc
What should Firefox do with this file?
Openwith | /usr/share/code/code (default) g
You also need to download a rg ®)save File

A root CA for AWS loTDownload

|| Do this automatically for files like this from now on.

Cancel CK
3

Cancel Attach a policy
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it Home 4 b adil EEER: AWS MyFirstDevice | Certificates 7 SSesesseeeel i}
Desktop Name ; X\**v\__gi\ze Modified
Documents \

= Downloads

7 Music

Pictures

H Videos
B efi

E Filesyste...

B home

* Keep it in safe and
organized place

= winD

+ Other Locations

*at v

©cCancel | Esave |
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Dow*nload
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Dow*nload
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, y

A certificate for this
thing

A public key

A private key

You also need to download a rg
A root CA for AWS loTDownload

Cancel

7c

7c

7c

é Opening 7c72dc344 a-public. pem. key
You have chosen to open:

= 7c72dc344a-public.pem.key
which is: ASC file (451 bytes)

from: blob:

What should Firefox do with this file?

~

Openwith | /usr/share/code/code (default) ~
() §ave File
[ | Do this automatically for files like this from now on.
Cancel OK

AHAch S ety
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download .

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Documents
Downloads
Music
Pictures

Videos

efi
Filesyste...
home

WinD

Other Locations

. *hey ~ |

| © cancel I Bl Save !
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Doinlnad

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, y{ & - Opening 7 c72dc344a-private.pem.key o & &

You have chosen to open:
A certificate for this 7

thing = 7c72dc344a-private.pem.key
which is: ASCfile (1.6 KB)
A public key 7c from: blob:
A private ke e What should Firefox do with this lge?
Openwith | /usr/share/code/code (default) ~
You also need to download a rg ®'save File

A root CA for AWS loTDownload

[ | Do this automatically for files like this from now on.

Cancel 0K

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, y{ & - Opening 7 c72dc344a-private.pem.key o & &

You have chosen to open:
A certificate for this 7

thing = 7c72dc344a-private.pem.key
which is: ASCfile (1.6 KB)
A public key 7c from: blob:
A private key 7c
What should Firefox do with this file?
Openwith | /usr/share/code/code (default) ~
You also need to download a rg ®)'save File

A root CA for AWS loTDownload

[ | Do this automatically for files like this from now on.

Cancel oK

Cancel Attach a policy
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Home 4 radl  ECEP  AWS  MyFirstDevice

Desktop | Name ¥  Size Modified
Docirants [+] 7c72dc344a-public.pem.key 451 bytes  17:13
Downloads

Music

Pictures

Videos

efi
Filesyste...
home

WinD

Other Locations

. *hey ~ |

| ©cancel | Esave |
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Home 4 radl  ECEP  AWS  MyFirstDevice

Desktop | Name ¥  Size Modified
Docirants [+] 7c72dc344a-public.pem.key 451 bytes  17:13
Downloads

Music

Pictures

Videos

efi
Filesyste...
home

WinD

Other Locations

| ®cancel ||
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

This one is bit different as it

doesn’t get downloaded as

B T file

e /e Instead a like will be
opened to allow you choose
the authentication model

You also need to download a root CA for AWS loT:
A root CA for AWS IoTDDw&load

Cancel Attach a policy
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[4 English Sign In to the Console

AWS loT

Developer Guide

Documentation - This Guide

What Is AWS 10T?

Getting Started with AWS loT
AWS 10T Rules Tutorials

AWS loT SDK Tutorials

AWS loT Additional Tutorials
Managing Devices with AWS loT
Tagging Your AWS loT Resources

& Security and Identity
& AWS 10T Authentication
B X.509 Certificates

= X.509 Certificates
and AWS loT

O Create and
Register an AWS
loT Device
Certificate

0 Use Your Own
Certificate

O 1AM Users, Groups, and
Roles

[ Amazon Cognito |dentities

Custom Authentication

Authorization

Server Authentication On this page:

Server certificates allow your devices to verify that they're communicating with AWS loT and not another server impersonating AWS loT. Service certificates need to be copied onto EleniAuthentication

| Server Authentication

your device and referenced when connecting to AWS loT. For more information, see the AWS loT Device SDKs. AWS loT server certificates are signed by one of the following CA
certificates:

VeriSign Endpoints (legacy) .
* RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate :
Amazon Trust Services Endpoints (preferred) 1\\

® RSA 2048 bit key: Amazon Root CA 1 '
* RSA 4096 bit key: Amazon Root CA 2 :
® ECC 256 bit key: Amazon Root CA 3 ‘
e ECC 384 bit key: Amazon Root CA 4 ,,: Y

You may choose any
endpoint

But would be better to
choose the preferred one
You may do a study on
which model works better
for your product and then

All new AWS loT Core regions, beginning with the May 9, 2018 launch of AWS loT Core in the Asia Pacific (Mumbai) Region, will serve only A deCide

We recommend that all customers create an Amazon Trust Services (ATS) endpeint and load these CA certiﬁcaté§ onto their devices to avoid
by browsers of Symantec CAs (including VeriSign) that occurred in October 2018. For backward-compatibility reaépns, we still support custo|
can create an ATS endpoint by calling the Jescribe-endpoint APl withthe iot:Data-ATS endpointType. De‘vi\ces operating on ATS en
devices operating on Symantec endpoints in the same account and do not require any reregistration. N

aws iot describe-endpoint --endpoint-type iot:Data-ATS

Storing all of these certificates on your device can take up valuable memory space. If your devices implement RSA-based validation, you can
Amazon Root CA 4 ECC certificates. If your devices implement ECC-based certificate validation, you can omit the Amazon Root CA 1 and An

Note

CA certificates have an expiration date after which they cannot be used to validate a server's certificate. CA certificates might have to be replaced before their expiration
date. Make sure that you can update the root CA certificates on all of your devices to ensure ongoing connectivity and to keep up-to-date with security best practices.

For a complete list of CA certificates used by AWS loT see, Amazon Trust Services.
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‘A [d English

Sign In to the Console

AWS loT

Developer Guide

Documentation - This Guide

What Is AWS 10T?

Getting Started with AWS loT
AWS 10T Rules Tutorials

AWS loT SDK Tutorials

AWS loT Additional Tutorials
Managing Devices with AWS loT
Tagging Your AWS loT Resources

& Security and Identity
& AWS 10T Authentication
B X.509 Certificates

= X.509 Certificates
and AWS loT

O Create and
Register an AWS
loT Device
Certificate

0 Use Your Own
Certificate

O 1AM Users, Groups, and
Roles

[ Amazon Cognito |dentities

Custom Authentication

Authorization

Server Authentication On this page:

Server certificates allow your devices to verify that they're communicating with AWS loT and not another server impersonating AWS loT. Service certificates need to be copied onto EleniAuthentication

your device and referenced when connecting to AWS loT. For more information, see the AWS loT Device SDKs. AWS loT server certificates are signed by one of the following CA | server Authentication

certificates:
VeriSign Endpoints (legacy)

* RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate
Amazon Trust Services Endpoints (preferred)

* RSA 2048 bit key: Amazon@ot CA1
* RSA 4096 bit key: Amazon Root CA 2
® ECC 256 bit key: Amazon Root CA 3
e ECC 384 bit key: Amazon Root CA 4

We recommend that all customers create an Amazon Trust Services (ATS) endpoint and load these CA certificates onto their devices to avoid any issues with the widespread distrust
by browsers of Symantec CAs (including VeriSign) that occurred in October 2018. For backward-compatibility reasons, we still support customers using these endpoints. Customers
can create an ATS endpoint by calling the describe-endpoint APl with the iot:Data-ATS endpointType. Devices operating on ATS endpoints are fully interoperable with

devices operating on Symantec endpoints in the same account and do not require any reregistration.

& @

aws iot describe-endpoint --endpoint-type iot:Data-ATS

Storing all of these certificates on your device can take up valuable memory space. If your devices implement RSA-based validation, you can omit the Amazon Root CA 3 and
Amazon Root CA 4 ECC certificates. If your devices implement ECC-based certificate validation, you can omit the Amazon Root CA 1 and Amazon Root CA 2 RSA certificates.

All new AWS loT Core regions, beginning with the May 9, 2018 launch of AWS loT Core in the Asia Pacific (Mumbai) Region, will serve only ATS certificates.

Note

CA certificates have an expiration date after which they cannot be used to validate a server's certificate. CA certificates might have to be replaced before their expiration
date. Make sure that you can update the root CA certificates on all of your devices to ensure ongoing connectivity and to keep up-to-date with security best practices.

For a complete list of CA certificates used by AWS loT see, Amazon Trust Services.
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----- BEGIN CERTIFICATE-----
MIIDQTCCAIMgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGOweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhemuMRkwFwYDVQQDEXBBLOWF6
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGA1UEBRMCVWMxDZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOQWLhem9uIFIv
b30g0BEgMTCCASIWDOYIKoZIhvcNAQEBBOADGQEPADCCADDCGQEBAL J4gHHKENX
ca9HgFBATWI7Y14h2911091ghYP1OhAEVrAI tht0gQ3p0sqTQNroBvo3bSMgHFzZM
9061I8c+6zf1tRndSWiw3te5djgdYZek,/ ol 2peVKVuRF4fn9tBb6dNgcmzUSL/ qw
IFAGbHrQgLKm+a/ sRxmPUDgH3KKHOV j 4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz /BegwlX0tdHA114gk957EWWE 7 c4cX8] JGKLhD+rcdqsqespskiill
93FcXmn/6pUCyziKrlA4bovILWIbxcceVOF34GTIDSYHIOY /QCB/ IIDEGEW+0yQm
J95ubJrIqgOCAWEAAaNCMEAWDWYDVRETAQH,/BAUWAWEB/ZADBgNVHOBBATBEBAMC
AYYWHOYDVROOBBYEFIQYZzIUOT7LWMLIQuCFmcx7I0TgoIMABGLSqGSIb3D0EBCWUA
A4IBAQCY8]jda0ZChGsV2USggNiMOruYoubr41KSIpDB/G/wkjUulyKGX9rbxenDI
USPMCC) JmCXPISTS31HTfIUI rU6adTrCC2qJeHZERxh1bI1B] jt/msvOtadQlwls
N+gDS63pYalCbviXyBMWy 7Vu33PqUxHeeEBY /Ug2VBviTO96LXFvKWLIbYKBU9BWY
0/ufQIVtMVTBOtPHRhB ] rdkPSHCa2XV4cdFyQzR1b1dZwgl cImApzyMZFoBI0EXU
SMsI+yMRO+hDKXJioaldXg]j UkK642MaUwiBVBob2xINDd2ZhwLnoOdeXeGADbkpy
rqXRfboQnoZsG4qSWTP46850QvvGS

----- END CERTIFICATE-----

amazontrust.com/r

4 In @

* Copy the content of this
press Ctrl a it

page in a text file shown in
the following slides
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‘ AWS IoT x | 1@ X.509 Certificates and AW* X | .8, amazontrust.com/repasitc X +

€ I o @ & heep

.pem B e | | Q search + N @D

fhwowew.amazontrust.comyre posit

y/AmazonRootCA

IIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkqhkiGowOBAQSH
ADASMQswCQYDVOQGEWIVUZEPMABGALUEChMGOW1 hemOuMR kwFwYDVQQDEXBBLWFE
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMFoXDTMAMDExNz AwMDAWMFowOTE!
AkGA1UEBhMCVVMxDZANBgNVBAOTBKF tYXpvhj EZMBCGALUEAXMOOW1hem9uIF]
b30g0BEgMTCCASIWDOY IKoZIhvcNAQEBBOADGQEPADCCADDCGQEBAL J4gHHKENX
ca9HgFBOTW7Y14h2911091ghYP1OhAEVrAI tht0gQ3p0sqTQNroBvo3bSMgHFzZl
906118c+6zT1tRn4dSWiw3te5djgdYZ6k/0I2peVKVuRF4fn9tBbedNgcmzUSL/ g
LFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMIbulHhebdmjUcAwhmahRWab
0ujwSH5SNz /BegwlXBtdHA114gka57 7c4cX8] IGKLhD+rcdgsqespskDill
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GTIDSyHIY /QCB/ TIDEGEW+0y Q!
195ublrIqgBCAWEAAaNCHMEAWDWYDVRETAQH/BAUWAWEB/Z ADBgNVHOBBATBEBAM]
AYYwHOYDVROOBBYEFIQYZzIUB7LWMLIQuCFmcx7I0TgoIMABGCSqGSIb3DOEBCWUA
A41BAQCYSjda0ZChGsV2USggNiMoruYousrdlKSIpDB/G,/wkjUuByKGXarbxenD]]
USPMCC] jmCXPI6TS31HTFIUI rU6adTrCC2qJeHZERxh1bI1B]jt/msvatadQlwls)
N+gDS63pYaACbvXy8MWy 7Vu33PgUxXHeeEGY /Ug2V8viT096LXFvKWLIbYKBUIOY:
0/ufQIvtMVTBOtPHRNS ] rdkPSHCa2XV4cdFyQzR1b1d2wgl cImApzyMZFo6 LQ6X]
5MsI+yMRO+hDKXJioaldXgj UkK642M4Uwt BVBob2xINDd2ZhwinoQdeXeGADbkpY]
rqXRfboQnoZsGAq5WTP4685QuvG

Select all the contents
PreSS Ctrl C proper[y and Copy

You may store in a text file
any method you prefer
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B AWSIoT X [ X.500 Certificates and AW % | 8. amazontrust.com/repositc X | +

e Q ':D ﬁ NTEps://w

w.amazontrust.com/r

4 INn @

————— BEGIN CERTIFICATE-----

MIIDQTCCAimgAwIBAgITBmyfz5m/ jAoS4vB4ikPml]jZbyjANBgkqhkiGawOBAQsF
ADASMOswWCQYDVQQGEWIVUzEPMABGALUEChMGOW1hemOuMR kwFwYDVQQDExBBOWFG
b24guUm9vdCBDOSAXMBAXDTE IMDUYN] AWMDAWMFoXDTMAMDEXNZ AwMDAWMF owOTEL
MAKGALUEBhMCYVMXDzZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOOWLhemIuIFIv
b30g0BEGMTCCASIWDOY IKoZThvcNAQEBBOADGQEPADC CADOCGQEBAL J4gHHKeNX |
ca9HgFBOTWIY14h29]1091ghYPLOhAEVrAItht0g03p0sqTQNroBvo3bSMgHFzZM
906I18c+6z f1tRn4SWiw3te5d]gdYZ6k/ol2peVKVuRF4Tn9tBbEdNgCcmzUSL/ qw
IFAGbHrOgLKm+a/ sRxmPUDgH3KKHOVj 4utWp+UhnMIbulHheb4mjucAwhmahRWa6
VOujw5HSSNz /BegwlX0tdHAL14gk957EWWE 7c4cX8] JGKLhD+rcdgqsq@8pakDill
93FcX¥mn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfIDSyHIOY /QCB/ IIDEgEwW+0yOm
jg5SubJrIqgOCAWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/ ZADBgNVHOBBA f8EBAMC
ATYWHOYDVREOBBYEFIQYZIUBTLWMLIQUCFmMCx7I0TgoIMARGCSGGSID3DOEBCWUA
A4IBAQCYS] da0ZChGsV2USggNiMOruYoubrd1KSIpDB/G/wkjUulyKGX9rbxenDI
USPMCC] jmCXPIGTS31HTfIUI rU6adTrCC2gleHZERxh1bI1B] jt/msvOtaddlwls
N+gDS63pYaACbyXy8MWy 7Vu33PqUXHeeEBY /Ug2VByiTO96LXFVKWLIbYKBUIBvY
o/ufQIVtMVT80tPHRNE] rdkPSHCa2XV4cdFy0zR1b1dZwglcImApzyMZFoBIQEXU
5MsI+yMRQ+hDKX11oaldxXgjUkK642M4UwtBVEob2xINDd2ZhwLnoQdeXeGADBkpy
rq¥RTboQnoZsG4q5WTP46850vvGS

----- END CERTIFICATE-----

Select all the contents
properly and copy

You may store in a text file
any method you prefer

2MERTXE
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B AWSIoT x £l X.509 Certificates and AW: X 8, amazontrust.com/repositc X +
c @ @O & ht amazontrust.com/re pository/AmazonRootCA1.pem B | e b d Search + IN @D

————— BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOswCQYDVOQGEWIVUzZ EPMABGAIUEChMGOW1hem3uMRkwFwYDVQQDEXBBOWFE
b24gum9vdCBDOSAXMBAXDTE IMDUYN] AWMDAWMFoXD TMAMDExNZ AwMDAWMF owOTEL
MAKGALUEBhMCVVMxDzZANBNVBAOTBKF tYXpvb] EZMBCGALUEAXMOOW1hemaul
b3QgQeEGMTCCASIWDOYIKoZIhvcNAQERBOADGGEPADD [ - adil : bash — Konsole <2>
caOHgFBETWTY14h29]1091ghYP1BhAEY rAT tht0g03p ) i )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGBHrQgLKMa/ SRXMPUDGH3KKHOV ] 4utiip=Uhntt) ) ey
V0U jwSHSSNz /0egwl X0 tdHA14gko5 TEWWE 7 cAcXs] J skt
93FcXmn/6pUCyziKr1A4b9v7LWIbxcceVOF34GfID5y
jg5SubJrIqgOCAWEAAaNCMEAWDWYDVROTAQH/ BAUWAWE
AYYwHOYDVROOBBYEFIQYZIUG7LWMLIQUCFmCx7I0Tga
A4IBAQCYS] dalZChGsV2USggNiMOruYoubrdlK5IpDE
USPMCC ] jmCXPIBTS31HTFIUIrUB6adTrCC2qJeHZERXR
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
0/ufQIVtMVTBQtPHRhB ] rdkPSHCa2XV4cdFydzR1b1ld
5Ms I+yMRO+hDKXI1ioaldXg jUkKE42MALWTBVBob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS

END CERTIFICATE

Here we use a terminal to
create a file

You may use the following
commands to do it

~ press Ctrl Alt t to open a terminal

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

& AWSIoT X £l X.509 Certificates and AW' X 8, amazontrust.com/repositc X | =+
c @ amazontrust.com/repository/AmazonRootCAT.pem E ol ad Search 4 INn @

————— BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOswWCQYDVQOGEWIVUzEPMABGALUEChMGOW1hemOuMR kwFwYDVQODExBBOWFG
b24gum9vdCBDOSAXMBAXDTE IMDUYN] AWMDAWMFoXD TMAMDExNZ AwMDAWMF owOTEL
MAKGALUEBhMCYVMXDzZANBgNVBAOTBKFtYXpvbjEZMBCGALUEAXMOOWLhemIuIFIv
b3QgQeEGMTCCASIWDOYIKoZIhvcNAQERBOADGGEPADD [ - adil : bash — Konsole <2>
caOHgFBETWTY14h29]1091ghYP1BhAEY rAT tht0g03p ) i )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGbHrOgLKm+a,/ sRxmPUDgH3KKHOVj4utWp+UhnMID e F Y : . e
VOUjWSHEN2 / GeguL X0 tdHAL 14gKOSTEWWG T cAcK8] ] adil@wisdom:~] cd ECIP/AWS/MyFirstDevice/Certificates/|}
93FcXmn/6pUCyziKr1A4b9v7LWIbxcceVOF34GfID5y
jg5SubJrIqgOCAWEAAaNCMEAWDWYDVROTAQH/ BAUWAWE
ATYwHOYDVREGOBBYEFIQYZIUBT7LWMLIQUCFmcx7I0Tgo
A4IBAQCYS] dalZChGsV2USggNiMOruYoubrdlK5IpDE
USPMCC] jmCXPIGT531HTfIUI rU6adTrCC2qJeHZERxR
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
o/ufQIVtMVT80tPHRNE] rdkPSHCa2XV4cdFy0zR1b1ld
5MsI+yMRO+hDKX11io0aldXgjUkK642M4UwtBVEob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS
END CERTIFICATE

Go to directory where you
have stored all other
certificates

Assuming you have followed
our flow and file
organization you may type
the below command on the
command prompt

cd ECIP/AWS/MyFi rstevice/ Certificates

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

& AWSIoT X £l X.509 Certificates and AW® X 8, amarontrust.com/repositc X +
c o @ @ https:/fwww.amazontrust.com/re pository/AmazonRootCA1.pem a - w + N @

----- BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6
b24gUm3vdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGATUEBhMCVVMxDZANBgNVBAO TBKF tYXpybj EZMBCGALUEAXMOOW1hem9uIF Jv
b30gQOEQMTCCASIWDQYIK0ZIhvcNAQEBBOADGQEPADC [ - Certificates : bash — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p
906IT8c+6zT1tRNASWiw3te5djqdvZek/oI2peVKvuR File Edit  view Bookmarks Settings Help
IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb n n _ Y : : T
VOUjWSHS Nz /BeguL X0t dHAT14gkoSTEWNG T cAcKa] ] ad]_. .'J_.sdom :~] cd ECIP/AWS/MyFirstDevice/Certificates/J}
93FcXmn/6pUCyziKr1A4bIvTLWIbxcceVOF34GfID5y CLENNGIRE: LN ]
195ubJIrIqgoCAwWEAAaNCMEAWDWYDVROTAQH,/ BAUWAWE
AYYwHOYDVROOBBYEFIOYzIUOTLWMLIQuCFmcx71QTgo
A4IBAQCY8]jda0ZChGsV2USggNiMoruYoubr41KSIpDE
USPMCC] jmCXPI6TS31HTfIUI rU6adTrCC2qJeHZERx
N+gDS63pYaACbvXy8MWy 7Vu33PqUXHeeEBY /Uq2Vavi
o/ufQIVtMVTBQtPHRNE ] rdkPSHCa2XV4cdFyQzR1b1ld
SMsI+yMRO+hDKXJio0aldXgjUkK642M4UwtBVSob2xIN
rqXRfboQnoZsG4qSWTP4685QvvGS
END CERTIFICATE

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

B AWSIoT x £l X.509 Certificates and AW: X 8, amazontrust.com/repositc X +
¢ o [6F amazontrust.com/re pository/AmazonRootCA1.pem B | e b d Search + IN @D

————— BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOsWCQYDVOQGEWIVUzZEPMABGALUEChMGOW1hemOuMRkwFwYDVOQDEXBBOWFE
b24gUm9vdCBDOSAXMBAXDTE 1MDUYN] AwMDAWMF 0 XD TMAMDE xNz AwMDAWMF owOTEL
MAKGALUEBhMCVVMxDZANBGNVBAGTBKF tYXpvbj EZMBCGALUEAXMOOW1hem9ul
b30g0BEGMTCCASIWDOY IKoZIhvcNAQEBBOADGUEPADD @ - Certificates : bash — Konsole
caOHgFBOTW7Y14h29]1091ghYP1BhAEVrAI tht0g03p ) ) )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGbHrOgLKm+a,/ sRxmPUDgH3KKHOVj4utWp+UhnMID . n F Y : . e
VOUjWSHSEN2 /GeguL X0 tdHAL 14gkOSTEWWG T cAcK8] ] EL i .':!.sdom :~] cd ECI P/AWS,ﬂTyFl rstDevice/Certificates/
93FcXmn/6pUCyziKr1AdbOy7LWIbxcceVOF346FID5y ELEMNCIEEN (] H ] vi root_ca.penmf]
jg5SubJrIqgOCAWEAAaNCMEAWDWYDVROTAQH/ BAUWAWE
AYYwHOYDVREOBBYEFIQYZIUB7LWMLIQUCFmcx7I0Tg
A4IBAOCY8]daQZChGsV2USggNiMOruYou6ralK5IpDg
USPMCC] jmCXPI6TS31HT FIUI r6adTrCC2gJeHZERX
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
0/ufQIVtMVT80tPHRhE] rdkPSHCa2Xv4cdFy0zR1b1ld
5Ms I+yMRO+hDKXJio0aldXg jUkK642MAUWt BYBob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS
END CERTIFICATE

vi root_ca.pem

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

& AWSIoT X £l X.509 Certificates and AW® X 8, amarontrust.com/repositc X +
c o @ @ https:/fwww.amazontrust.com/re pository/AmazonRootCA1.pem a - w + N @

----- BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGA1UEBRMCVWMxDZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOOWLhem9uIFIv
b30gQOEQMTCCASIWDQYIKoZIhvcNAQEBBOADGQEPADC [ - Certificates : vi — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p
906IT8c+6zT1tRNASWiw3te5djqd¥Z6k/oI2peVKVuR File Edit view Bookmarks Settings Help
IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb
VOujw5H5SNz /BegwlX0tdHA114gk957TEWWE 7c4cX8] ]
93FcXmn/6pUCyziKr1A4baviLWIbxcceVOF34GTIDSY
195ubJIrIqgoCAWEAAaNCMEAWDWYDVROTAQH,/ BAUWAWE
AYYWHOYDVRBOBBYEFIQYZzIUB7LWMLIQuCFmcx7I0Tgo
A4IBAQCY8]jda0ZChGsV2USggNiMoruYoubr41KSIpD8
USPMCC] jmCXPI6TS31HTfIUI rU6adTrCC2qJeHZERx
N+gDS63pYaACbvXy8MWy 7Vu33PqUXHeeEBY /Uq2Vavi
o/ufQIVtMVTB0tPHRN8] rdkPSHCa2XV4cdFyQzR1b1ld
SMsI+yMRO+hDKXJioaldXgjUkK642M4UwtBVSob2xIN
rqXRfboQnoZsG4qSWTP4685QvvGS

END CERTIFICATE

"root ca.pem" [New File]

2MERTXE




AWS Device

Creation

File Edit View History Bookmarks Tools Help

& AWSIoT X £l X.509 Certificates and AW® X 8, amarontrust.com/repositc X +
c o @ @ https:/fwww.amazontrust.com/re pository/AmazonRootCA1.pem a - w + N @

----- BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGA1UEBRMCVWMxDZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOOWLhem9uIFIv
b30gQOEQMTCCASIWDQYIKoZIhvcNAQEBBOADGQEPADC [ - Certificates : vi — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p
906IT8c+6zT1tRNASWiw3te5djqd¥Z6k/oI2peVKVuR File Edit view Bookmarks Settings Help
IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb
VOujw5H5SNz /BegwlX0tdHA114gk957TEWWE 7c4cX8] ]
93FcXmn/6pUCyziKr1A4baviLWIbxcceVOF34GTIDSY
195ubJIrIqgoCAWEAAaNCMEAWDWYDVROTAQH,/ BAUWAWE
AYYWHOYDVRBOBBYEFIQYZzIUB7LWMLIQuCFmcx7I0Tgo
A4IBAQCY8]jda0ZChGsV2USggNiMoruYoubr41KSIpD8
USPMCC] jmCXPI6TS31HTfIUI rU6adTrCC2qJeHZERx
N+gDS63pYaACbvXy8MWy 7Vu33PqUXHeeEBY /Uq2Vavi
o/ufQIVtMVTB0tPHRN8] rdkPSHCa2XV4cdFyQzR1b1ld
SMsI+yMRO+hDKXJioaldXgjUkK642M4UwtBVSob2xIN
rqXRfboQnoZsG4qSWTP4685QvvGS

END CERTIFICATE

"""""""""""" Press 1

2MERTXE
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B AWSToT x [ X.500 Certificates and AW~ X | 8. amazontrust.com/repositc X | 4

¢ @

----- BEGIN CERTIFICATE-----

MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF

ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6

b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL

MAKGA1UEBRMCVWMxDZANBGNVBAOTBKFtYXpvbj EZMBCGALUEAXMI 1hem9uIFJv

b30gQOEQMTCCASIWDQYIKoZIhvcNAQEBBOADGQEPADC [ - Certificates : vi — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p

906IT8c+6zT1tRNASWiw3te5djqd¥Z6k/oI2peVKVuR File Edit view Bookmarks Settings Help

IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb BEGIN CERTIFICATE

VOUjwSHSSNz/BegwLX0tdHA114gko5 7TEWWE 7 c4cX8] ] ¢ . . . . o
93FcXmn/6pUCyziKr1A4b9vILWIbxcceVOF34GTIDSy MIIDQTCCAimgAwIBAgITBmyfz5m/jAo54vB4ikPmljZbyjANBgkghkiG9wOBAQsF
£§ﬁ3%3£3$3¥§mﬁﬁmgﬂzﬁgggvgﬂﬁwE ADA5MQswCQYDVQQGEwWIVUzEPMABGAIUEChMGOW1hem9uMRkwFwYDVQQDEXBBbWF6
b ’ Z utrmox /11104 b24gUm9vdCBDQSAXMB4XDTE1IMDUYNj AwMDAWMFoXDTMAMDEXNzAwMDAWMFowOTEL
et C S MBI 5 MAKGA1UEBNMCVVMXDZANBGNVBAOTBKFYXpvbj EZMBCGAIUEAXMQQWLhenQuIFIv
N+gDS63pYaAChyXySMay TVu33PqUXHeeERV /Uq2V8vi b30gQeEgMTCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL J4gHHKeNX j
0/ufQIVEMVTBOtPHRE ] rdkPSHCa2XV4cdFyQzR1b1d ca9HgFBOfW7Y14h29J1091ghYPLOhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
f”;;;gﬂgg;’z‘ggf;ﬁggggggtﬁggzmmB"%bzm 906II8c+6zT1tRn4SWiw3te5djgdYZ6k/0I2peVKVURF4Tn9tBb6dNgemzUSL/ qw
: mDCEmIgKKE IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H55Nz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdqsq08p8kDilL
93FcXmn/bpUCyziKrlA4b9v7LWIbxcceVOF34GTID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJrIqgOCAwWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATBEBAMC
AYYwHQYDVROOBBYEFIQYzIUO7LWMLIQuCFmcx7IQTgoIMAOGCSqGSIb3DQEBCWUA
A4IBAQCY8jdaQZChGsV2USggNiMOruYoubr41K5IpDB/G/wkjUuByKGX9rbxenDI
USPMCCJ jmCXPI6T53iHTfIUIru6adTrCC2qleHZERxh1bI1Bjjt/msvOtadQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Uq2V8viTO96LXFVYKWLIbYK8U90VY
o/ufQIVtMVT8QtPHRhE] rdkPSHCa2XV4cdFyQzR1bldZwglcImApzyMZFo6IQ6XU
5MsI+yMRO+hDKXJioaldXgjUkK642M4UwtBV8ob2xINDd2ZhwLnoQdeXeGADbkpy
rgXRTfboQnoZsG4q5WTP4685QvvG5
END CERTIFICATE
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----- BEGIN CERTIFICATE-----

MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF

ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6

b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL

MAKGA1UEBRMCVWMxDZANBGNVBAOTBKFtYXpvbj EZMBCGALUEAXMI 1hem9uIFJv

b30gQOEQMTCCASIWDQYIKoZIhvcNAQEBBOADGQEPADC [ - Certificates : vi — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p

906IT8c+6zT1tRNASWiw3te5djqd¥Z6k/oI2peVKVuR File Edit view Bookmarks Settings Help

IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb BEGIN CERTIFICATE

VOUjwSHSSNz/BegwLX0tdHA114gko5 7TEWWE 7 c4cX8] ] ¢ . . . . o
93FcXmn/6pUCyziKr1A4b9vILWIbxcceVOF34GTIDSy MIIDQTCCAimgAwIBAgITBmyfz5m/jAo54vB4ikPmljZbyjANBgkghkiG9wOBAQsF
£§ﬁ3%3£3$3¥§mﬁﬁmgﬂzﬁgggvgﬂﬁwE ADA5MQswCQYDVQQGEwWIVUzEPMABGAIUEChMGOW1hem9uMRkwFwYDVQQDEXBBbWF6
b ’ Z utrmox /11104 b24gUm9vdCBDQSAXMB4XDTE1IMDUYNj AwMDAWMFoXDTMAMDEXNzAwMDAWMFowOTEL
et C S MBI 5 MAKGA1UEBNMCVVMXDZANBGNVBAOTBKFYXpvbj EZMBCGAIUEAXMQQWLhenQuIFIv
N+gDS63pYaAChyXySMay TVu33PqUXHeeERV /Uq2V8vi b30gQeEgMTCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL J4gHHKeNX j
0/ufQIVEMVTBOtPHRE ] rdkPSHCa2XV4cdFyQzR1b1d ca9HgFBOfW7Y14h29J1091ghYPLOhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
f”;;;gﬂgg;’z‘ggf;ﬁggggggtﬁggzmmB"%bzm 906II8c+6zT1tRn4SWiw3te5djgdYZ6k/0I2peVKVURF4Tn9tBb6dNgemzUSL/ qw
: mDCEmIgKKE IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H55Nz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdqsq08p8kDilL
93FcXmn/bpUCyziKrlA4b9v7LWIbxcceVOF34GTID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJrIqgOCAwWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATBEBAMC
AYYwHQYDVROOBBYEFIQYzIUO7LWMLIQuCFmcx7IQTgoIMAOGCSqGSIb3DQEBCWUA
A4IBAQCY8jdaQZChGsV2USggNiMOruYoubr41K5IpDB/G/wkjUuByKGX9rbxenDI
USPMCCJ jmCXPI6T53iHTfIUIru6adTrCC2qleHZERxh1bI1Bjjt/msvOtadQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Uq2V8viTO96LXFVYKWLIbYK8U90VY
o/ufQIVtMVT8QtPHRhE] rdkPSHCa2XV4cdFyQzR1bldZwglcImApzyMZFo6IQ6XU
5MsI+yMRO+hDKXJioaldXgjUkK642M4UwtBV8ob2xINDd2ZhwLnoQdeXeGADbkpy
rgXRTfboQnoZsG4q5WTP4685QvvG5
END CERTIFICATE----§
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----- BEGIN CERTIFICATE-----

MIIDQTCCAImgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIweBAQSF

ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhem9uMRkwFwYDVQQDEXBBLOWF6

b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL

MAKGA1UEBRMCVWMxDZANBGNVBAOTBKFtYXpvbj EZMBCGALUEAXMI 1hem9uIFJv

b30gQOEQMTCCASIWDQYIKoZIhvcNAQEBBOADGQEPADC [ - Certificates : vi — Konsole
ca9HgFBOTWTY14h2911091ghYP1OhAEY rAT tht0g03p

906IT8c+6zT1tRNASWiw3te5djqd¥Z6k/oI2peVKVuR File Edit view Bookmarks Settings Help

IFAGbHrQgLKm+a,/ sRxmPUDgH3KKHOV j 4utWp+UhnMlb BEGIN CERTIFICATE

VOUjwSHSSNz/BegwLX0tdHA114gko5 7TEWWE 7 c4cX8] ] ¢ . . . . o
93FcXmn/6pUCyziKr1A4b9vILWIbxcceVOF34GTIDSy MIIDQTCCAimgAwIBAgITBmyfz5m/jAo54vB4ikPmljZbyjANBgkghkiG9wOBAQsF
£§ﬁ3%3£3$3¥§mﬁﬁmgﬂzﬁgggvgﬂﬁwE ADA5MQswCQYDVQQGEwWIVUzEPMABGAIUEChMGOW1hem9uMRkwFwYDVQQDEXBBbWF6
b ’ Z utrmox /11104 b24gUm9vdCBDQSAXMB4XDTE1IMDUYNj AwMDAWMFoXDTMAMDEXNzAwMDAWMFowOTEL
et C S MBI 5 MAKGA1UEBNMCVVMXDZANBGNVBAOTBKFYXpvbj EZMBCGAIUEAXMQQWLhenQuIFIv
N+gDS63pYaAChyXySMay TVu33PqUXHeeERV /Uq2V8vi b30gQeEgMTCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL J4gHHKeNX j
0/ufQIVEMVTBOtPHRE ] rdkPSHCa2XV4cdFyQzR1b1d ca9HgFBOfW7Y14h29J1091ghYPLOhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
f”;;;gﬂgg;’z‘ggf;ﬁggggggtﬁggzmmB"%bzm 906II8c+6zT1tRn4SWiw3te5djgdYZ6k/0I2peVKVURF4Tn9tBb6dNgemzUSL/ qw
: mDCEmIgKKE IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H55Nz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdqsq08p8kDilL
93FcXmn/bpUCyziKrlA4b9v7LWIbxcceVOF34GTID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJrIqgOCAwWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATBEBAMC
AYYwHQYDVROOBBYEFIQYzIUO7LWMLIQuCFmcx7IQTgoIMAOGCSqGSIb3DQEBCWUA
A4IBAQCY8jdaQZChGsV2USggNiMOruYoubr41K5IpDB/G/wkjUuByKGX9rbxenDI
USPMCCJ jmCXPI6T53iHTfIUIru6adTrCC2qleHZERxh1bI1Bjjt/msvOtadQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Uq2V8viTO96LXFVYKWLIbYK8U90VY
o/ufQIVtMVT8QtPHRhE] rdkPSHCa2XV4cdFyQzR1bldZwglcImApzyMZFo6IQ6XU
5MsI+yMRO+hDKXJioaldXgjUkK642M4UwtBV8ob2xINDd2ZhwLnoQdeXeGADbkpy
rgXRTboQnoZsG4q5WTP4685QvvG5
END CERTIFICATE
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B AWSIoT x £l X.509 Certificates and AW: X 8, amazontrust.com/repositc X +
c @ @O & ht amazontrust.com/re pository/AmazonRootCA1.pem B | e b d Search + IN @D

rrrrr BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOsWCQYDVOQGEWIVUzZEPMABGALUEChMGOW1hemOuMRkwFwYDVOQDEXBBOWFE
b24gUm9vdCBDOSAXMBAXDTE 1MDUYN] AwMDAWMF 0 XD TMAMDE xNz AwMDAWMF owOTEL
MAKGALUEBhMCVVMxDZANBGNVBAGTBKF tYXpvbj EZMBCGALUEAXMOOW1hem9ul
b30g0BEGMTCCASIWDOY IKoZIhvcNAQEBBOADGUEPADD @ - Certificates : bash — Konsole
caOHgFBOTW7Y14h29]1091ghYP1BhAEVrAI tht0g03p ) ) )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGbHrOgLKm+a,/ sRxmPUDgH3KKHOVj4utWp+UhnMID . n F Y : . e
VOUjWSHSEN2 /GeguL X0 tdHAL 14gkOSTEWWG T cAcK8] ] EL i .':!.sdom :~] cd ECI P/AWS,ﬂTyFl rstDevice/Certificates/
93FcXmn/6pUCyziKr1AdbOy7LWIbxcceVOF346FID5y ELEMNCIEEN (] H ] vi root_ca.pem
jgSubJriqgOCAWEAAANCMEAWDWYDVROTAQH,/ BAUWAWE ETslN visdom: 1 l
AYYwHOYDVRBOBBYEFIQYZIUB7LWMLIQUCFmcx7I0Tg
A4IBAOCY8]daQZChGsV2USggNiMOruYou6ralK5IpDg
USPMCC] jmCXPI6TS31HT FIUI r6adTrCC2gJeHZERX
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
0/ufQIVtMVT80tPHRhE] rdkPSHCa2Xv4cdFy0zR1b1ld
5Ms I+yMRO+hDKXJio0aldXg jUkK642MAUWt BYBob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS
END CERTIFICATE
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B AWSIoT x £l X.509 Certificates and AW: X 8, amazontrust.com/repositc X +
c @ @O & ht amazontrust.com/re pository/AmazonRootCA1.pem B | e b d Search + IN @D

rrrrr BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOsWCQYDVOQGEWIVUzZEPMABGALUEChMGOW1hemOuMRkwFwYDVOQDEXBBOWFE
b24gUm9vdCBDOSAXMBAXDTE 1MDUYN] AwMDAWMF 0 XD TMAMDE xNz AwMDAWMF owOTEL
MAKGALUEBhMCVVMxDZANBGNVBAGTBKF tYXpvbj EZMBCGALUEAXMOOW1hem9ul
b30g0BEGMTCCASIWDOY IKoZIhvcNAQEBBOADGUEPADD @ - Certificates : bash — Konsole
caOHgFBOTW7Y14h29]1091ghYP1BhAEVrAI tht0g03p ) ) )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGbHrOgLKm+a,/ sRxmPUDgH3KKHOVj4utWp+UhnMID . n F Y : . e
VOUjWSHSEN2 /GeguL X0 tdHAL 14gkOSTEWWG T cAcK8] ] EL i .':!.sdom :~] cd ECI P/AWS,ﬂTyFl rstDevice/Certificates/
93FcXmn/6pUCyziKr1AdbOy7LWIbxcceVOF346FID5y ELEMNCIEEN (] H ] vi root ca.pem
jgSubJriqgOCAWEAAANCMEAWDWYDVROTAQH,/ BAUWAWE ETslN visdom: ] 5.
AYYwHOYDVRBOBBYEFIQYZIUB7LWMLIQUCFmcx7I0Tg
A4IBAOCY8]daQZChGsV2USggNiMOruYou6ralK5IpDg
USPMCC] jmCXPI6TS31HT FIUI r6adTrCC2gJeHZERX
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
0/ufQIVtMVT80tPHRhE] rdkPSHCa2Xv4cdFy0zR1b1ld
5Ms I+yMRO+hDKXJio0aldXg jUkK642MAUWt BYBob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS

END CERTIFICATE
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File Edit View History Bookmarks Tools Help

B AWSIoT x £l X.509 Certificates and AW: X 8, amazontrust.com/repositc X +
c @ @O & ht amazontrust.com/re pository/AmazonRootCA1.pem B | e b d Search + IN @D

————— BEGIN CERTIFICATE-----
MIIDQTCCAImgAWIBAgITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGIwdBAQsSF
ADASMOsWCOYDVOOGEWIVUzZ EPMABGALUEChMGOW hemOuMR kwFwYDVQQDEXBBOWFE
b24gUm9vdCBDOSAXMBAXDTE 1MDUYN] AwMDAWMF 0 XD TMAMDE xNz AwMDAWMF owOTEL
MAKGALUEBhMCVVMxDZANBGNVBAGTBKF tYXpvbj EZMBCGALUEAXMOOW1hem9ul
b30g0BEGMTCCASIWDOY IKoZIhvcNAQEBBOADGUEPADD @ - Certificates : bash — Konsole
caOHgFBOTW7Y14h29]1091ghYP1BhAEVrAI tht0g03p ) ) )
906118c+6zf1tRnaSWiw3tesdjgdzek/oI2pevkvuR File  Edit  View Bookmarks Settings Help
IFAGbHrOgLKm+a,/ sRxmPUDgH3KKHOVj4utWp+UhnMID . n F Y : . e
VOUjWSHSEN2 /GeguL X0 tdHAL 14gkOSTEWWG T cAcK8] ] ad_l i :~] cd EC\P/AWS,ﬂTyFlrstDevlce/Certlflcatesf
93FcXmn/6pUCyziKr1AdbOy7LWIbxcceVOF34GFID5y ELE : : ] vi root_ca.pem
jgSubJriqgOCAWEAAaNCMEAWDWYDVROTAQH,/ BAUWAWE ETslN i : s
AYYwHOYDVRBOBBYEFIQYZIUB7LWMLIQUCFmcx7I0Tg dda- s 443 -pri ¢ 443 - i ¢
ATBAQCYB]d20ZChGoV2USgNIMOruYoubr4 K5 TpDd 7 c?_'zd 3446 (.:e rtificate.pem.crt 7c72dc344a-private.pem.key 7c72dc344a-public.pem.key root_ca.pem
USPMCC] JmCXPI6TS31HTFIUI rUBadTrCC20 eHZERxH [t ENCEEEL L I
N+gDS63pYaACbvXyBMWy TVU33PqUXHeeEBY /Uq2VEvi
0/ufQIVtMVT80tPHRhE] rdkPSHCa2Xv4cdFy0zR1b1ld
5Ms T-+yMRO+hDKX ] i0aldXgjUkKE42ZMaLwE BYBob2xIN
rq¥RTboQnoZsG4q5WTP46850QvvGS
END CERTIFICATE
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¥ AWSIoT X £l X.5009 Certificatesand AW" X | 8, amazontrust.com/repositc X +
¢ @ @ a

----- BEGIN CERTIFICATE-----
MIIDQTCCAIMgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGOweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhemuMRkwFwYDVQQDEXBBLOWF6
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGA1UEBRMCVWMxDZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOQWLhem9uIFIv
b30g0BEgMTCCASIWDOYIKoZIhvcNAQEBBOADGQEPADCCADDCGQEBAL J4gHHKENX
ca9HgFBATWI7Y14h2911091ghYP1OhAEVrAI tht0gQ3p0sqTQNroBvo3bSMgHFzZM
9061I8c+6zf1tRndSWiw3te5djgdYZek,/ ol 2peVKVuRF4fn9tBb6dNgcmzUSL/ qw
IFAGbHrQgLKm+a/ sRxmPUDgH3KKHOV j 4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz /BegwlX0tdHA114gk957EWWE 7 c4cX8] JGKLhD+rcdqsqespskiill
93FcXmn/6pUCyziKrlA4bovILWIbxcceVOF34GTIDSYHIOY /QCB/ IIDEGEW+0yQm
J95ubJrIqgOCAWEAAaNCMEAWDWYDVRETAQH,/BAUWAWEB/ZADBgNVHOBBATBEBAMC
AYYWHOYDVROOBBYEFIQYZzIUOT7LWMLIQuCFmcx7I0TgoIMABGLSqGSIb3D0EBCWUA
A4IBAQCY8]jda0ZChGsV2USggNiMOruYoubr41KSIpDB/G/wkjUulyKGX9rbxenDI
USPMCC) JmCXPISTS31HTfIUI rU6adTrCC2qJeHZERxh1bI1B] jt/msvOtadQlwls
N+gDS63pYalCbviXyBMWy 7Vu33PqUxHeeEBY /Ug2VBviTO96LXFvKWLIbYKBU9BWY
0/ufQIVtMVTBOtPHRhB ] rdkPSHCa2XV4cdFyQzR1b1dZwgl cImApzyMZFoBI0EXU
SMsI+yMRO+hDKXJioaldXg]j UkK642MaUwiBVBob2xINDd2ZhwLnoOdeXeGADbkpy
rqXRfboQnoZsG4qSWTP46850QvvGS

----- END CERTIFICATE-----
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----- BEGIN CERTIFICATE-----
MIIDQTCCAIMgAWIBAQITBmyfz5m/jAoS4vB4ikPml]ZbyjANBgkghkiGOweBAQSF
ADASMOswCOYDVOQGEWIVUZEPMAGGALUEChMGOWLhemuMRkwFwYDVQQDEXBBLOWF6
b24gUmdvdCBDOSAXMBAXDTEIMDUYN] AwMDAWMF o XDTMAMDE xNz AwMDAWMF owOTEL
MAKGA1UEBRMCVWMxDZANBgNVBAOTBKFtYXpvbj EZMBCGALUEAXMOQWLhem9uIFIv
b30g0BEgMTCCASIWDOYIKoZIhvcNAQEBBOADGQEPADCCADDCGQEBAL J4gHHKENX
ca9HgFBATWI7Y14h2911091ghYP1OhAEVrAI tht0gQ3p0sqTQNroBvo3bSMgHFzZM
9061I8c+6zf1tRndSWiw3te5djgdYZek,/ ol 2peVKVuRF4fn9tBb6dNgcmzUSL/ qw
IFAGbHrQgLKm+a/ sRxmPUDgH3KKHOV j 4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz /BegwlX0tdHA114gk957EWWE 7 c4cX8] JGKLhD+rcdqsqespskiill
93FcXmn/6pUCyziKrlA4bovILWIbxcceVOF34GTIDSYHIOY /QCB/ IIDEGEW+0yQm
J95ubJrIqgOCAWEAAaNCMEAWDWYDVRETAQH,/BAUWAWEB/ZADBgNVHOBBATBEBAMC
AYYWHOYDVROOBBYEFIQYZzIUOT7LWMLIQuCFmcx7I0TgoIMABGLSqGSIb3D0EBCWUA
A4IBAQCY8]jda0ZChGsV2USggNiMOruYoubr41KSIpDB/G/wkjUulyKGX9rbxenDI
USPMCC) JmCXPISTS31HTfIUI rU6adTrCC2qJeHZERxh1bI1B] jt/msvOtadQlwls
N+gDS63pYalCbviXyBMWy 7Vu33PqUxHeeEBY /Ug2VBviTO96LXFvKWLIbYKBU9BWY
0/ufQIVtMVTBOtPHRhB ] rdkPSHCa2XV4cdFyQzR1b1dZwgl cImApzyMZFoBI0EXU
SMsI+yMRO+hDKXJioaldXg]j UkK642MaUwiBVBob2xINDd2ZhwLnoOdeXeGADbkpy
rqXRfboQnoZsG4qSWTP46850QvvGS

----- END CERTIFICATE-----
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‘A [d English

Sign In to the Console

AWS loT

Developer Guide

Documentation - This Guide

What Is AWS 10T?

Getting Started with AWS loT
AWS 10T Rules Tutorials

AWS loT SDK Tutorials

AWS loT Additional Tutorials
Managing Devices with AWS loT
Tagging Your AWS loT Resources

& Security and Identity
& AWS 10T Authentication
B X.509 Certificates

= X.509 Certificates
and AWS loT
O Create and
Register an AWS
loT Device
Certificate

0 Use Your Own
Certificate

O 1AM Users, Groups, and
Roles

[ Amazon Cognito |dentities

Custom Authentication

Authorization

Server Authentication On this page:

Server certificates allow your devices to verify that they're communicating with AWS loT and not another server impersonating AWS loT. Service certificates need to be copied onto EleniAuthentication

your device and referenced when connecting to AWS loT. For more information, see the AWS loT Device SDKs. AWS loT server certificates are signed by one of the following CA

| Server Authentication

certificates:
VeriSign Endpoints (legacy)
* RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate

Amazon Trust Services Endpoints (preferred)

* RSA 4096 bit key: Amazon Root CA 2
® ECC 256 bit key: Amazon Root CA 3
e ECC 384 bit key: Amazon Root CA 4

°
We recommend that all customers create an Amazon Trust Services (ATS) endpoint and load these CA certificates onto their devices to avoid| C lose a ll the u n necessa ry
by browsers of Symantec CAs (including VeriSign) that occurred in October 2018. For backward-compatibility reasons, we still support custo W'i ndOWS
can create an ATS endpoint by calling the describe-endpoint APl with the iot:Data-ATS endpointType. Devices operating on ATS en
devices operating on Symantec endpoints in the same account and do not require any reregistration.

“@

aws iot describe-endpoint --endpoint-type iot:Data-ATS

Storing all of these certificates on your device can take up valuable memory space. If your devices implement RSA-based validation, you can omit the Amazon Root CA 3 and
Amazon Root CA 4 ECC certificates. If your devices implement ECC-based certificate validation, you can omit the Amazon Root CA 1 and Amazon Root CA 2 RSA certificates.

All new AWS loT Core regions, beginning with the May 9, 2018 launch of AWS loT Core in the Asia Pacific (Mumbai) Region, will serve only ATS certificates.

Note

CA certificates have an expiration date after which they cannot be used to validate a server's certificate. CA certificates might have to be replaced before their expiration
date. Make sure that you can update the root CA certificates on all of your devices to ensure ongoing connectivity and to keep up-to-date with security best practices.

For a complete list of CA certificates used by AWS loT see, Amazon Trust Services.
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

) 7¢72dc344a.cert.pem Download
thing
A public key 7¢72dc344a.publickey Download
A private key 7¢72dc344a private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Cancel Attach a policy
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