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AWS Device Testing

Node Red - Installation

user@user:~] sudo apt install npm

y
user@user:~] sudo install npm
[sudo] password for user:

Reading package lists... Done

Building dependency tree

Readlng state information... Done

: tomatlcall instal A

0 upgraded, 74
Need to get 9,745 kB of archives.

After this operation, 41.3 MB of additional disk space will be used.

Do you want to continue? [Y/n] « NOTE: The installation

| output on screen may differ
Press Enter _ Y on different systems based

Get:1 http://in.archive.ubuntu.com/ubuntu cosmic/unive on the existing installation
5.8.0+ds-2 [1,185 kB]
Fetched 9 745 kB in 18s (609 kB/s)

ed package npm.
Unpac 1ng npm

Processing trlggers for man- db (2.8.4-2)
Setting up npm (5.8.0+ds-2)
user@user:~]
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Node Red - Installation

user@user:~] sudo npm install -g --unsafe-perm node-red

/usr/local/bin/node-red-pi -> /usr/local/lib/node modules/node-red/bin/node-

red-pi
/usr/local/bin/node-red -> /usr/local/lib/node modules/nnde-red/red ic
* NOTE: The installation

N0dETPFCT-gyp Ve ctre QL Bsde=RLL VD htths  output on screen may differ
[bcrypt] Success: "/usr/local/llb/node modules/TOWE=Tre o different systems based
lib/binding/bcrypt lib.node" is installed via remote on the existing installation

+ node-red@0.20.5
added 353 packages from 347 contributors in 22.089s

user@user:~]
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Node Red - Installation

user@user:~] node-red

Y
17 May 18:22:48 - [info]

Welcome to Node-RED
[info] Node-RED version: v0.20.5

[info] Node.js version: v8.11.4
17 May 18:22:48 [info] Linux 4.18.0-20-generic x64 LE

50 [info] Loading palette nodes
: [warn] rpi-gpio : Raspberry Pi specific node set inactive

You should set your own key using the 'credentialSecret' option in
your settings file. Node-RED will then re-encrypt your credentials
file using your chosen key the next time you deploy a change.

Select and press Ctrl Shift c

17 May 18:22:56 - [info] Starting flows
17 May 18:22:56 - [info] Started flows
17 May 18:22:56 - [info] Server now running at http://127.0.0.1:1880/
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Tip: Leave topic, qos or retain blank if you want to set them via msg

properties.

Node "ed96660e . b7da3"

=

Type maqtt out

show mo

~ Description

~ Node Help

Connects to a MQTT broker and publishes
messages.
~ Inputs

payload string | buffe

most users prefer simple text payloads,
but binary buffers can also be published.

topic string
the MQTT topic to publish to.
gos numbe;

0, fire and forget - 1, at least once - 2,
once and once only. Default 0.

retain boolsar

set to true to retain the message on the
broker. Default false.

v Details

msg.payload is used as the payload of th
published message. If it contains an Object
will be converted to a JSON string before
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4P aws o1

MQTT client ® 1557657765090-0".

Monitor Subscriptions
Onboard
o Subscribe to a topic
Manage P Subscribe
cecure Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and recelve these messages.
Subscription topic
Act
I Test
Max message capture @
100 &
Quality of Service @
. @ 0 - This client will not acknowledge to the Device Gateway that messages are received
1 - This client will acknowledge to the Device Gateway that messages are received
MQTT payload display
@ Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)
Display raw payloads (in hexadecimal)
Publish
Software Specify a topic and a message to publish with a QoS of 0.
Settings
Learn
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. d Type tls-config
catch I;- 1 . Use key and certificates from local files
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. : A Type tls-config
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catch o . Use key and certificates from local files !
. ]
|\ HEiE FriczE e 2 Certificate & Upload | Tc72dc344a-certificate.pem.crt i v Description
| link I#' ) i ,”
Gy 0 [3 Private Key L Upload | 7c72dc344a-private.pem.key x ~ Node Help
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. T Passphrase Configuration options for TLS connections.
1 //
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[8 CA Certificate & Upload | root_ca.pem 7 x
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Deploy

Qa Flow 1

~ input Cance m ~ Information
; \ i Node "69163c4f.344324"
| inject '#' 1+ Properties o - <

L a

d % Name show mo

¢ > Add new mgtt-broker config node i info i ||

[ il
| status [ —— Q L
T : ~ Description

— o timestamp Connection Security Messages
|\ link I#'
; S matt @ Server al6lpc9okbg2a-ats.iot.ap-south-1.an Port 8883 v Node Help

m m)
|~ o J Enable sscure (SSLTLS) connection Configuration for a connection to an MQTT
|' htp O - : broker.
. J TLS Configuration | TLS configuration - # ) ) ) ) )
e This configuration will create a single
|\ wEiEREE % Client ID connection to the broker which can then be

reused by MQTT In and MQTT Out

| EEE nodes.
[ @ Keep alive time (s) 60 B Use clean session
| udp ¢. The node will generate a random Client ID i
) : m| Use legacy MQTT 3.1 support one is not set and the node is configured to

use a Clean Session connection. If a Client
ID is set, it must be unique to the broker you

C=s B o
[

Birth Message

~ output

L

Q link | This is a message that will be published on
the configured topic whenever the

T matt | connection is established.

l::lhttp response | Close Message
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I:ZI websocket | the configured topic before the connection i:
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status [ Q _ | . L
|‘7T timestamp = Topic | Description
y y . /
| link. 0 !
7T @ QoS ~| "D Retain * ~ Node Help
| magtt o mqtt . .
. : % Name Connects to a MQTT broker and publishes
| hittp .#. messages.
|‘ —— Tip: Legve topic, qos or retain blank if you want to set t['/{em via msg > Inputs
— properties. / payload string | bufe
| tcp ¢- (’ most users prefer simple text payloads,
) ) / but binary buffers can also be published.
| 53 '#' ‘J topic string
! the MQTT topic to publish to.
~ output 15 numbe

Click Here I, fire and forget - 1, at least once - 2,

ince and once only. Default 0.

e [
retain boolsar

e
ITLJ set to true to retain the message on the
s ! broker. Default false.
||:| mgtt | '

R v Details

| msg.payload is used as the payload of th
published message. If it contains an Object
will be converted to a JSON string before
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Chttp response
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(L e - msggayins | "

@ Server ’,»"'EFBIpQQukban-ats.iot.ap-south-1.amazo' &
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| N ip: Leave topic, qos or retain blank if you want to set them via msg
et 7 properties. 0, payload string | buffa
| tep ¢. \ most users prefer simple text payloads,
D \‘ but binary buffers can also be published.
|\ udp l;' \‘1 topic string
: the MQTT topic to publish fo.
~ output gos numbe

Cl-ick Here 0, fire and forget - 1, at least once - 2,

once and once only. Default 0.

L ) retain boolsar
ITLJ set to true to retain the message on the

f ) broker. Default false.

||:| mgtt | '

B ~ Details

L

ghitp respanse | msg.payload is used as the payload of th
£ | published message. If it contains an Object
[

rw, will be converted to a JSON string before
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% Properties o3
@ Server al6lpcYokbg2a-ats.iot.ap-south-1.amazo ~| #
= Topic MyFirstDevice |

@ QoS ~| "D Retain <
% Name

Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.

Node "ed96660e . b7da3"

=

Type maqtt out

~ Description

~ Node Help

Connects to a MQTT broker and publishes
messages.
~ Inputs

payload string | buffe

most users prefer simple text payloads,
but binary buffers can also be published.

topic string
the MQTT topic to publish to.
gos numbe;

0, fire and forget - 1, at least once - 2,
once and once only. Default 0.

retain boolsar

set to true to retain the message on the
broker. Default false.

v Details

msg.payload is used as the payload of th
published message. If it contains an Object
will be converted to a JSON string before
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% Name »":

Tip: Leave topic, qos or retain bl/ank if you want to set them via msg
properties. /

Click Here

Node "ed96660e . b7da3"
Type mqtt out

~ Description

~ Node Help
Connects to a MQTT broker and publishes
messages.
~ Inputs

payload string | buffe

most users prefer simple text payloads,
but binary buffers can also be published.

topic string
the MQTT topic to publish to.
gos numbe;

0, fire and forget - 1, at least once - 2,
once and once only. Default 0.

retain boolsar

set to true to retain the message on the
broker. Default false.

v Details

msg.payload is used as the payload of th
published message. If it contains an Object
will be converted to a JSON string before
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0
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properties. 2

k if you want to set them via msg
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Type maqtt out

~ Description

~ Node Help

Connects to a MQTT broker and publishes
messages.
~ Inputs

payload string | buffe

most users prefer simple text payloads,
but binary buffers can also be published.

topic string
the MQTT topic to publish to.
gos numbe;

0, fire and forget - 1, at least once - 2,
once and once only. Default 0.

retain boolsar

set to true to retain the message on the
broker. Default false.

v Details

msg.payload is used as the payload of th
published message. If it contains an Object
will be converted to a JSON string before
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Type maqtt out

~ Description

~ Node Help

Connects to a MQTT broker and publishes
messages.
~ Inputs

payload string | buffe

most users prefer simple text payloads,
but binary buffers can also be published.

topic string
the MQTT topic to publish to.
gos numbe;

0, fire and forget - 1, at least once - 2,
once and once only. Default 0.

retain boolsar

set to true to retain the message on the
broker. Default false.

v Details

msg.payload is used as the payload of th
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= msopass |
1 @ Server al6lpcOokbg2a-ats.iot.ap-south-1.amazo ~| # |
' ~ Description
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m B} L
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( % Name
| http 0 - messages.
j . ) ) ) . . ~ Inputs
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|$#I "’ topic string
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gos numbe;
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~ output '
Cl]Ck Here once and once only. Default 0.
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retain boolsar
set to true to retain the message on the

——
0 link |
broker. Default false.

P — ~ Details

(nttp response | msg.payload is used as the payload of th
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Type maqtt out
o msg.payload E show more
status (<] . L
timestamp Description
link
~ Node Help
—m MyFirstDevice
Connects to a MQTT broker and publishes
hitp messages.
~ Inputs
bsocket
HepseeRe payload string | buffes
tep most users prefer simple text payloads,
but binary buffers can also be published.
udp topic stri
the MQTT topic to publish to.
~ output gos numbe:
0, fire and forget - 1, at least once - 2,
debug E once and once only. Default 0.
retain boolsar
s set fo true to retain the message on the
broker. Default false.
maqtt
v Details
http response msg.payload is used as the payload of th
) published message. If it contains an Object
wepsocket J will be converted to a JSON string before
top
udp
~ function
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~ input ~ Information ,A
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inject -
E Name Flow1
catch (TP 5 Status.----~~" Enabled
tat [} -
status T — ~ Description
link ’//
-] .
—m MyFirstDevice !
tp Click Here
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udp
~ output
wg |
link
magtt

hitp respense
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~ function
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~ input = - adil : node — Konsole v .~ % formation

File Edit View Bookmarks Settings Help "43f6e27 . 1be300c"
3f6e27.1be3

inject 121: [info] Loading palette nodes
[warn] rpi-gpio : Raspberry Pi specific node set inactive f Flow 1
catch S IE [warn] rpi-gpio : Cannot find Pi RPi.GPIO python library 5 Enabled
[info] Settings file : /home/adil/.node-red/settings.js
status 121: [info] Context store : ‘'default' [module=memory] escription
[info] User directory : /home/adil/.node-red
link =713 [warn] Projects disabled : editorTheme.projects.enabled=false
[info] Flows file ¢ fhome/adil/.node-red/flows_wisdom.json
magtt 121: [info] Creating new flow file
[warn
http
S Your flow credentials file is encrypted using a system-generated key.
o If the system-generated key is lost for any reason, your credentials
P file will not be recoverable, you will have to delete it and re-enter
» your credentials.
p

You should set your own key using the 'credentialSecret' option in
~ output your settings file. Node-RED will then re-encrypt your credentials
file using your chosen key the next time you deploy a change.

debug
[info] Server now running at e FFevyINIRERL:i:y
link May 77113 [info] Starting flows
May :21: [info] Started flows
mqtt May :48: [info] Stopping flows
May 16:48: [info] Stopped flows
http response May 16:48: [info] Starting flows
May 16:48: [info] Started flows
websocket May :48: [info] [mgtt-broker:69163c4f.344324] Connected to broker: mgtts://al6lpc9okbq2a-ats.iot.ap-south-1.amazonaw
s.com:8883
top
udp
* runetion You may press Alt Tab to get back this terminal

S
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inject 121: [info] Loading palette nodes
[warn] rpi-gpio : Raspberry Pi specific node set inactive f Flow 1
catch S IE [warn] rpi-gpio : Cannot find Pi RPi.GPIO python library 5 Enabled
[info] Settings file : /home/adil/.node-red/settings.js
status 121: [info] Context store : ‘'default' [module=memory] escription
[info] User directory : /home/adil/.node-red
link =713 [warn] Projects disabled : editorTheme.projects.enabled=false
[info] Flows file ¢ fhome/adil/.node-red/flows_wisdom.json
magtt 121: [info] Creating new flow file
[warn
http
S Your flow credentials file is encrypted using a system-generated key.
o If the system-generated key is lost for any reason, your credentials
P file will not be recoverable, you will have to delete it and re-enter
» your credentials.
p

You should set your own key using the 'credentialSecret' option in
~ output your settings file. Node-RED will then re-encrypt your credentials
file using your chosen key the next time you deploy a change.

debug
[info] Server now running at http://127.0.0.1:1880/
link May 77113 [info] Starting flows
May :21: [info] Started flows
mqtt May :48: [info] Stopping flows
May 16:48: [info] Stopped flows
http response May 16:48: [info] Starting flows
May 16:48: [info] Started flows
websocket May :48: [info] [mgtt-broker:69163c4f.344324] [ RN LIH[ mqtts://alblpc9okbg2a-ats.iot.ap-south-1.amazonaw
s.com:8883
top
udp
~ function
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